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Disclaimer

» The comments and opinions expressed today are
solely the presenters’ comments and opinions
and do not necessarily reflect those of the
Department of Financial Institutions, its
management, or anyone associated with the
Department of Financial Institutions

» DFI cannot give legal or financial advice, and we
do not endorse or recommend any person,
product or institution
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DFl: What do we do?

vLicense
v’ Regulate
v'Protect

v Educate
www.dfi.wa.gov
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http://www.dfi.wa.gov/

DFI: License
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1877.746-4334

License. Reguiate Promote. Protect Fio Complamt | Verify License | Contact Us
FRARE AL
YTV e

Search |

For Consumers For Industry News & Alerts Laws & Enforcement Reports & Publications About DFI

www.dfi.wa.gov

Washington State Department of Financial Institutions

The Washington State Department of Financial Institutions (DF1) regulstes and examines a variety of state chartered financial
services. The Department also provides education and outreach to protect consumers from financial fraud

How Can We Assist You? News

Mortgage Industry Webinar May 3

File a Complaint DFI Setties Charges With Quicken
Loans

Licensing & Regulation

‘ Verity a License

Job Announcements April is Financial Capability Month!

Winter 2016 Division of Consumer
Find Laws and Rules Services Newsletter

Consumer Alerts

Checks Going Out to CashCall and

Enforcement Actions Western Sky Predatory Lending
Victims

Request Public Records

More News and Alerts
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DFI: Regulate
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Learn about scams! T —————— R

See SO m eth | n g th at Washington State Department of Financial Institutions

looks like fraud? SAY e e e
SO M ETH I N G ' Fl Ie d Services and Information Latest News
complaint! T\ B iy B e

Clanty for Virtual Currency Companes
Actwarved m Money Transmittes
Regulaton Amendments

Financial Education
NASAA Cytersecunty Roundtadle June
23

Find out if we’ve taken
action against a
company or person!

En Espanol
WannaCry Ransomware

Sorng 2017 Consumer Servces
Nowswbor
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DFI: Protect

Division of Consumer Services Enforcement
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Financial Education '

D FI . Ed u cat E Money Topics Find A Class Local Resources For Educators Blog

Financial education information and resources for
Washington residents.

Featured Resources

Money Smart Week Money Savvy Kids Videos Moy Topics A-Z

- u Washington A series of videos that teach kids Educate yoursalf about a variaty
tt D WWW I Wa OV Money Smart Weaek Washington the basics of money of personal finance topica
==/ = = = le March 30 - Apri 6, 2013

financial- | | b

education/information- jﬂ —33 NG

Find A Class For Educators Local Resources

to I C Find finandial education classes Resources, curriculum, and Local organizations and
and events near you fraining opportunities. rEs0urcas in your community.
[ & ]
(.a. Request A
< ] Presentation

~
Washington Financial 4
Educstion Network

Financial Education Network Request A Presentation
Network of Request a presentation/workshop
individualsforganizations who from DFI sta¥f

support financial education
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https://dfi.wa.gov/financial-education/information-topic
https://dfi.wa.gov/financial-education/information-topic
https://dfi.wa.gov/financial-education/information-topic
https://dfi.wa.gov/financial-education/information-topic

m faAnea  Financi al Education
r WETITUTIONS

Money Topics Find A Class Local Resources For Educalors

DFIl: Educate

https://dfi.wa.gov/financial- AL
education/information/financial-
scams-and-fraud

Financial Scams and Fraud
Share nue

Types of financal scams and FBul you Should xnow sbout

Scam and Fraud Information
Business Opportunity Fraud
What to watch cut for when investing in business opportunites

Cashiers Cheok Scams
How cashiers check scams work and how you can protect yourse!f

Credit Card Fraud
Steps you can taka 10 protect yoursalf from credit card fraud

Credit Repair Scams
What you need to know about credit repair scams

Elder Financial Abuse
Warning signs of eldar financial sbuse

Fredatory Lending
What predatory lending & and how to spot it
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https://dfi.wa.gov/financial-education/information/financial-scams-and-fraud
https://dfi.wa.gov/financial-education/information/financial-scams-and-fraud
https://dfi.wa.gov/financial-education/information/financial-scams-and-fraud

Collaboration is key

Consumer Protection Washington

CPW Facebook

CONSUMER PROTECTION WASHINGTON
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https://dfi.wa.gov/consumer-protection-washington
https://www.facebook.com/ConsumerProtectionWashington/

Report It!

Why are fraud crimes under-reported?

Although fraud victims are not alone, they often suffer their losses alone and in silence. Shame, guilty’
embarrassment, and disbelietr are among the reasons that only an esiimated 15 percent ot the nation s

fraud victims report their crimes to law enforcement. Other reasons include victims' doubt about their
own judgment, a sense of betrayal, and fears about how their family members, friends, and business
associates will react. Some victims feel their losses are not large enough to report, do not want to

gel
involved, think law enforcement agencies will not take the crime seriously, or think nothing will result

from reporting the crime. Many victims feel they only have themselves to blame, when in reality /
calculating, skilled perpetrators are to blame for these criminal acts.

https://www.justice.gov/usaq-ak/fing
crimes#:~:text=Why%20are%20fraud%20crimes %20under,their%20crimes%20to %Z(ﬁaw%2 4
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Government Impersonation
Sweepstakes and lottery
Robocalls and phone scams
Computer Tech Support scams
Grandparent scam

Digital Assets Fraud

Pig-butchering Schemes

Social Media/Internet/Finfluencers
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[ hitpsy//dfuwa.gov/news/alerts

cgleMsps G Google I Bookings - DFI Co..

D Zoom g4 Bill Information [ GiveSmart Videoo.. @8 GovDelivery Admin.. D FormsSurvey

For Consumers  For Industry News & Alerts  Laws & Enforcement  Reports & Publications  About DFI

Alleged cryptocurrency trading platform luckymultitradefx.com appears to be engaged in fraud
06/21/2023

Alleged cryptocurrency trading platform B9.com appears to be engaged in fraud
> ry pto 06/13/2023

Alleged cryptocurrency trading platform Hitbtcu.com appears to be engaged in fraud
06/06/2023

> CaS h Ad Va n Ce Fee Alleged cryptocurrency exchange. Headway Group Corporation, appears to be engaged in fraud
05/25/2023

Cash Advance America - Possible Collection and Advance Fee Loan Scams

»Romance

Sentra Financials, LLC - Possible Advance Fee Loan Scams
05/15/2023

]
Angel Lake Escrow of WA, Inc. - Not Licensed in Washington
05/15/2023

Big Valley Band of Pomo Indians, Kali LLC d/b/a Condor Credit - Not Licensed in Washington State
05/15/2023

»Affinity F d
I n Ity ra u ACS Incorporation, American Cash Services, Ace Cash Services and other variations Possible Loan

Collection Scam
05/04/2023

Top Investor Threats for 2023
05/03/2023
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https://dfi.wa.gov/news/alerts

Other Common Scams

» Charity (Disaster) Scams > Financial Aid Scams

» Peer to Peer $

(Zelle, Venmo, Paypal) » (hint, use Google
reverse image

search)

» Online Dating Scams

g <



https://youtu.be/4n9OOHQK76w
https://youtu.be/HI0FUyRkgvs
https://www.youtube.com/watch?v=HI0FUyRkgvs&list=PLryQdGpLW1jB8dTEqkcY5WoLOPj0AWU93&index=14
https://www.youtube.com/watch?v=HI0FUyRkgvs&list=PLryQdGpLW1jB8dTEqkcY5WoLOPj0AWU93&index=14
https://www.youtube.com/watch?v=HI0FUyRkgvs&list=PLryQdGpLW1jB8dTEqkcY5WoLOPj0AWU93&index=14

HOW TO RESPOND
v'Ask A LOT of questions.

v'Verify the answers.
v'Give no information.

v'Have a “script.”
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Credit Freeze

- Freeze your credit accounts!
- No one will be allowed to check your credit or open ne
lines of credit in your name
- You can request a Security Freeze “Thaw”
- Contact each CRA
- Provide proper identification
- Provide your PIN or Password, 0.
Set the temporary time period when your credlt
report may be viewed

THE BANK
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Keep Tech Safe

» Use updated software and
malware/antivirus protection

» Use long passphrases
» Change them every 90 days
» Block Robocalls
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Credit Reports

Look for:

Annual CreditReport.com
5 (o g | A IS S tlaniacy fp #

" e 1

»www.annualcreditreport.com B o

Puring the COVID-1R panemic, necrexing youw cradit i imporiant, Thal's wity Sqguitax, Bxperinn

a0 TnaUnenn sm contimuing i atine tree wasly crace repors.

There's mare to the game than a
SCOre.

Accounts You Didn’t Open
Open/closed status

:
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https://www.consumerfinance.gov/ask-cfpb/how-do-i-dispute-a n—errow%v—cr
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http://www.annualcreditreport.com/
https://www.consumerfinance.gov/ask-cfpb/how-do-i-dispute-an-error-on-my-credit-report-en-314/

What to Do if You’re a Vic

- Alert your financial institution
&2 |de t \' ef t oV
Close the account .

Report identity theft and get a
recovery plan

Place a fraud alert on your credit
reports

File a complaint with the FTC
File a police report, it is a crime!
|dentityTheft.gov
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https://www.identitytheft.gov/#/

How to File A Complaint

»You can download/complete a complaint form &
» https://dfi.wa.gov/file-complaint
»Call 1-877-RINGDFI or 877-746-4334
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Questions?
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HOW DID | DO?

https://www.surveymonkey.com/r/DFIPresentationSurvey

DFI Education and Outreach Survey

Please help us improve DFI's financial education

et & outreach by filling out this short survey

MOTE: This survey is voluntary. Audience members are not required to fill out any portion of this survey.

~ Today's presentation was helpful » Comments/Suggestions
Strongly Agree
Agree

Neutral ==
Disagree (2,

o Strongly Disagree &

~ Help us understand more about who we are reaching — please note all that apply:

oo 9 O

= Elementary Student o Caucasman/White o Korean

e Middie School Student o Amernican |ndian/Alaska Mative o Japanese

& High School Student e Matve Hawanan s [Russian

o College Student o Samoan o Somak

o TeacherProfessor o Afncan AmencanBlack o Other
EIATEI RN AN RSN FE N NA NI NN TN o HIEFENE'].-HtI'IDn'Spal'II'Eh

e Adull e Chinese

o Senior (B5+) e Filipino

e Military e Asi@an Indian

o Tribe o Vielnamese

WASHINGTON STATE DEPARTMENT OF FINANCIAL INSTITUTIONS
P.0. Box 41200 = Olympia, Washinglon 98504-1200 m 360,902 8700 = TDD 360,664,816 _m www dfi wa gov
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Thank You!

Lyn Peters
Director of Communications,
Financial Education & Outreach
CommunicationDir@dfi.wa.gov 360.902.8731
www.dfi.wa.gov
In Espanol at 1.888.976.4422
www.dfi.wa.gov/financial-education
P.0. Box 41200 / Olympia, WA 98504
Espanol at 1.888.976.4422
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